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intelligence, and blockchain in various fields. The security evaluation of cryptography applications, as a key technological
resource for ensuring the security of national information, integration, and innovation infrastructure, has risen to the level of
international law and national development strategy. It is urgent to construct a comprehensive, fine-grained, and
self-evolving cryptography security evaluation system throughout the data lifecycle. The typical APT attacks and
ransomware attacks faced by new critical infrastructure in industries such as energy, medicine, and transportation in recent
years were considered. And then the growing demand for security evaluation of cryptography applications was analyzed in
the face of new business requirements such as preventing endogenous data security risks, achieving differentiated privacy
protection, and supporting authenticated attack traceability. The new challenges were also examined, which were brought
by new information infrastructure (including big data, 5G communication, fundamental software, etc.), integration
infrastructure (including intelligent connected vehicles, intelligent connected industrial control systems, etc.), and
innovation infrastructure (including big data, artificial intelligence, blockchain, etc.) to the security evaluation of
cryptography applications. Furthermore, the new requirements were revealed about domestically produced cryptography
algorithms and protocols deployed on high-performance computing chips, ultra-high-speed communication modules, and
large-capacity storage media for cryptography application security evaluation technology. Finally, the development of
automated and intelligent cryptography application security evaluation technology was explored.

Keywords: new critical infrastructure, APT attack, cryptography application, security evaluation, domestication,
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Figure 1 The technical system architecture of new critical infrastructure
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Table 1 The development history of cryptography application security assessment
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Figure 2 The basic requirements for the construction of technical
system for cryptography evaluation
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Figure 3 The theoretical foundation of cryptography evaluation work
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Figure 4 Tools for cryptography application security assessment
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Figure 5 The basic processes of network security level protection assessment and critical infrastructure security evaluation
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Figure 6 New requirements for cryptography security assessment
- N . MRS HIFATYE: B R EEA TSR K
2 (EEEAMIEERZERL TSI

G BEMR R R i BREF 2
Al A BT S T R LR e, 7R [E 45 B EN Ok
1 CHIUR” Birasr R BRI b, K.
5G I8 A5 FI OB B A 41 D R 3 B el Ak
R PE AT BE A . — T, TR R SZE
Bt 2, WIHESH S BI85 25 M 4G 7] 5G FH2
IR — AR BRI N &5 S — T, JE
B RAATE T RE, WE N REAE S R B FRR
HEB K E R Ok &R W) 2 2 IR I 25 Rk &R T
Ht, EREEER E KA A, s
WP [E A E R @A R . thAh, B RCARER
BRI AZ O GRS PRV, S BL RIS, Bph 22 4 XU
Had ™.
21 MEEKBIEHEITHES

TEREE 2 A7 TH, A 2 i e 2
IAE M SRR A & B BRI, AREHE
=75, i, REDACTZMstag AN feté
UE— N E b, M DA SR R E A 1 e 22 R0
UE o AT 58 = 77 IR E e S8 B A B E PR SR
i~ DY, (H AT RS BRI A 3 AL A itk
FR R T T o T A KB e AP I PR A =
BRI K I R EE 52 B MR B UE P I RE S 12
P2z 4 AE PR B GRS« BB A 5
B R B =07 .

KRB 2R 53 2R BH SCRSE 28 03 SRS 28 T P
oo B SRR (PR 0o A2 $2 T 008 e A7 AR 4 25 1h)

AR, R RP B AL T IR
IR SRR . ARSME. RN, %4
ZHHEARSE. TER, BRSSO R EIE
PR, RBEVEUE S R ANRE, @
BEMFOEE -G XERRAMNE AN
(MRGRAST . HIREAE), HXMERSM
RIS AEAR T I, R LB A BRAL PR 1 B SCAG:
REVEIFRBRN ZHE . BRI SR R
B4y, AHIX BRI e A EA T 810
THEEET), 5MFNERMIRTER. Bk, T
PR R B AR B S A B
ST R ATV R OCE B [ ) ORE R O
W VA HESS WA 7 s .
22 ME 5G BEREITHESE

SR 2 R R AR R SG/BSG Zui (R N 2 42
MR EEF R — W THRANZE,
AT R I B AR AL 45 A UE 15/ TG R 25 i Ak il |
Token AL, X F¥d 24, I RHM
RBER A ALTE J& MR I & ML | o B AL |
D Il s s L Y

5G WAL H IR SR B B 2
AR SREHL. T EBR . B R REIR
255 N 5 O R e T A 1) 32 LK B) 7
G —EER, g—IMNE. WEEYENE. =i
IR B4 E. AR 5G #fE
W R R e S E T 2 . (H 5G IEfE
HRED R AR R, BADRSHE . MR EZ,



<10 - P 2% 5 {5 8 2z A g

9%

""""""""""""" R RE
HE "
[~ %
B
BRI il

| ISR 55 ]| % 45 50 55 ][ W B |j

i ‘ HHIH A

[ e ” Bl ][ Wiz |-r[ AR J

7 TR o R BT 22 A P PP HE LY
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Figure 9 Blockchain security assessment framework
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